
Social Engineering Questions (You many need to google 
some answers) 
 

1. What is the goal of social engineering? 

2. What methods are commonly used in social engineering to achieve its 
goal? 

3. Which of the 7 steps of hacking indicate that humans are targeted in 
social engineering? 

4. Why is social engineering often successful? 

5. What are some common techniques of social engineering? 

6. How would you categorize the technique of 'shoulder surfing'? Is it 
related to people wanting to be helpful, avoid confrontation, or making 
sloppy mistakes? 

7. What is 'vishing,' and how is it used in social engineering? 

8. Can you describe the TV5Monde incident and how it was a result of 
social engineering? 

9. What are some methods to protect against social engineering 
techniques like piggybacking, shoulder surfing, and dumpster diving? 

10. Why is user security awareness important in protecting against 
social engineering? 
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